Introduction {#sec1-2055207620924949}
============

Background {#sec2-2055207620924949}
----------

Integrated care is often synonymous with coordinated and seamless care, usually describing a multi-disciplinary service structured around the patient, and integrated at multiple levels such as organisation, functional, service and clinical.^[@bibr1-2055207620924949]^ A number of healthcare services are offering new digital technologies to patients (e.g. mobile applications and integration of health systems), which contribute to the transformation of service towards achieving the goals of integrated care.^[@bibr2-2055207620924949]^ Examples of such services provide a number of advantages, such as on-demand personalised advice and education; and continuous, remote (and thus low-resource) monitoring of health conditions. Such services typically combine data from multiple sources, which can be used to inform patients, support self-management, and show to healthcare practitioners a more complete picture.^[@bibr3-2055207620924949]^

Management of health data is a rapidly growing challenge worldwide. A global increase in smart healthcare, telecare and telehealth, means that there is a shift toward digital health data on a significant scale, which will eventually result in growing amounts of shared data. Patients are far more mobile in a geographical sense than ever before, and may access healthcare in varied locations for numerous reasons.^[@bibr4-2055207620924949]^ The UK's National Health Service (NHS) has been criticised in recent years for continuing the use of 'outdated' technology, such as fax machines to transfer data, giving rise to more calls for an update in the technology employed within the system.^[@bibr5-2055207620924949]^ NHS England's Five Year Forward View pledged in 2014 to implement 'fully interoperable electronic health records so that patients' records are largely paperless. Patients will have full access to these records, and be able to write into them. They will retain the right to opt out of their record being shared electronically' and presented a vision of a largely paperless NHS.^[@bibr6-2055207620924949]^ To achieve this, action is needed now, for sophisticated e-health solutions to be developed, which can not only integrate with current systems but also evolve alongside future implementations.

Digital transformation is necessary to achieve services exhibiting these qualities, including easier ways to share data, and offering better consent models.^[@bibr7-2055207620924949],[@bibr8-2055207620924949]^ The UK, responding to a report by the National Data Guardian,^[@bibr9-2055207620924949]^ has introduced a national data opt-out policy,^[@bibr10-2055207620924949]^ which is implemented by compliance to the NHS Digital DCB 3058.^[@bibr11-2055207620924949]^ Managing and revoking consent are also parts of the EU's General Data Protection Regulation, adopting good practice recommendation into law.^[@bibr12-2055207620924949],[@bibr13-2055207620924949]^ Patients need to be able to give consent to data sharing or transfer of information between healthcare organisations (e.g. General Practitioner (GP) practices, pharmacies and specialist hospital care) and clearly understand what data are involved, as well as be able to revoke consent when they wish to do so. Given the complexity of integrated care service, informed consent can be difficult to maintain amongst all participating stakeholders, something that is exacerbated by IT systems.^[@bibr5-2055207620924949]^ The traditional, paper-based approach to consent may hinder provision of integrated services to patients.

Digital approaches to consent have increasingly found their way into practice, offering advantages such as accessibility to patient, enrichment with educational material, and electronic signature of the consent.^[@bibr14-2055207620924949][@bibr15-2055207620924949][@bibr16-2055207620924949][@bibr17-2055207620924949][@bibr18-2055207620924949]--[@bibr19-2055207620924949]^ Transferring consent to health data sharing amongst multiple systems is a considerable challenge,^[@bibr4-2055207620924949]^ which does not easily allow the patient to maintain clear knowledge of who has access to their health data, how to amend these permissions when required, or how to update their data across all of the different systems. There are a number of barriers to efficient data sharing within modern-day health IT systems and how this impacts collaborative clinical decision making, such as security and privacy concerns, lack of trust relationships between healthcare entities, scalability concerns and lack of interoperable data standards enforcement.^[@bibr20-2055207620924949]^

The Dovetail Consent App is a mobile application for patients to digitally consent to sharing their data between services, using blockchain. This paper presents an evaluation of patients' attitudes towards the deployed digital consent application as part of a pilot for a phase 2 Small Business Research Initiative and NHS England project. In the pilot, the Dovetail application allowed patients with type 2 diabetes to offer digital consent to having structured data relevant to their condition, transferred from their GP to a diabetes specific IT system.

Blockchain is a cryptographic, distributed peer-to-peer ledger system which operates via a number of nodes, all jointly responsible for the maintenance of a database. The ledger is a virtual container of the data of the transactions (e.g. financial transactions in finance or consent requests in healthcare) that have taken place within the system. The information that constitutes the ledger is usually stored in multiple computers, making it distributed. The data are contained within 'blocks', each forming part of a chain. The blocks are linked to each other using cryptography, thus ensuring the integrity of the chain. Each time an update is required to a block within the chain, nodes in the network must collectively accept or decline the change, and once this is agreed the network updates accordingly.^[@bibr4-2055207620924949]^ Blockchains can operate either a public or a private system. In public systems (such as bitcoin), anyone can join and a large amount of computational power is required across the network. In a private system, all participants are known and require permission to join.^[@bibr21-2055207620924949]^ Following the introduction and proof of concept of blockchain technology in recent years, it has become apparent that there is an opportunity to apply the same technology to healthcare.^[@bibr20-2055207620924949],[@bibr22-2055207620924949],[@bibr23-2055207620924949]^ Blockchain is appreciated as a useful technology in healthcare.^[@bibr24-2055207620924949]^ In particular, blockchain's smart contract (i.e. a transaction between two parties, satisfying the requirements of both, guaranteed by the IT infrastructure) can be used as immutable authentication for digital consent.^[@bibr25-2055207620924949][@bibr26-2055207620924949]--[@bibr27-2055207620924949]^ Using such an approach, a patient would be able to consent to a transaction (e.g. sharing of their data between two healthcare systems), with the details of the transaction recorded in the chain. As the transaction would be stored using cryptography, any change would invalidate the chain. As the chain is distributed to multiple computers, the system would be able to retrieve the last valid chain (also containing the patient's approved transaction). Subsequent transactions would be stacked in the chain without amending the previous ones, offering traceability.

This paper presents a cross-sectional exploratory study, evaluating the perception of patients towards the use of dynamic digital consent technology. The technology was implemented by the Dovetail digital consent mobile application, deployed as part of a broader pilot; offering a suite of self-management digital tools to patients with diabetes.

The Dovetail digital consent application {#sec3-2055207620924949}
----------------------------------------

The Dovetail digital consent application is a mobile application, for iOS and Android operating systems, which enables users (patients) to consent to the sharing of their data and subsequently triggers the transfer of these data. The mobile application connects to the Dovetail distributed ledger network where the consent transaction is recorded. The Dovetail network, through trusted integration, will notify local practice systems that a patient has been informed of, and consented to, a data exchange. A data exchange will take place directly between the local GP practice and the systems of the diabetes digital tools that participate in the pilot. As a result, patients will be able to see their data on diabetes specific applications, follow the progress of their care plan, add measurements, and request expert advice. The Dovetail infrastructure does not access any medical data, and only provides a description, and the provider and recipient of the data, as well as the ID of the patient, which will be stored as a transaction in the chain.

The Dovetail consent application and Dovetail network manage consent according to the dynamic consent model.^[@bibr28-2055207620924949]^ Consent is stored with reference to the data being transferred and can be toggled independently. The Dovetail network stores consent in private channels between the sender, receiver, and Dovetail (representing the patient). Consent to share additional data can be added at later stages, and existing instances of consent can be withdrawn or augmented by the user (patient).

The Dovetail consent application provides a user interface for patients to consent to their data being transferred ([Figure 1](#fig1-2055207620924949){ref-type="fig"}). Patients must first sign up to the application, which includes confirming their identity by using the camera on their phone to photograph their face, and a photographic identification document. These two images are compared by the Dovetail application to verify the identity of the patient. An identified patient can use the application to give consent by selecting a sender and a receiver of the data. After the consent is created, the patient can view and manage all their consents and the history of data transfers associated with those consents.

![Screenshots of the Dovetail digital consent application. (a) Description of purpose for sharing the data, (b) overview of active consents, (c) revocation of data sharing consent.\
GP: General Practitioner](10.1177_2055207620924949-fig1){#fig1-2055207620924949}

Materials and methods {#sec4-2055207620924949}
=====================

This is a cross-sectional exploratory mixed-methods study. The goal of the study was to identify the patients' attitude towards the capability offered by the Dovetail consent application. The study was conducted using a mixed methods approach, in order to yield both qualitative and quantitative data. *Semi-structured focus groups* were carried out to gather qualitative feedback on the application and digital consent technology. The focus groups covered previous experiences and perception with giving/taking consent for health data to be shared; attitudes towards and experience with technology, in general as well as for healthcare; perceived strengths and limitations of the app capability in comparison with current methods; and open discussion about any related issues. Discussions were semi-structured, which allowed participants to direct the conversation to a certain extent. This allows rich, organic feedback to develop by allowing the conversations to flow naturally (with some guidance from the researcher to stay on-topic). This methodology means that some topics of conversation were not present in all focus groups, as they resulted from discussions among participants or further questioning on a specific point, rather than from the listed questions. The focus group discussions were audio recorded, transcribed and analysed according to the themes of the discussion.

All participants at the end of the focus groups completed questionnaires. This provided the opportunity to explain the context, scope and terminology as well as the capability of the digital consent application, offering confidence that participants have understood the basic technological and capability tenets. Questionnaire data were captured using a five step Likert scale with 1 showing strong disagreement and 5 strong agreement (or strongly against and strongly in favour respectively, depending on the phrasing of the question). All questions were optional to participants, to avoid potential noise in the data through forced questions, and to offer a comfortable experience. Quantitative analysis of the data was performed using descriptive statistics. Where not all participants answered a question, frequencies are expressed using the valid percentage. The number of participants who answered each question (*n*) out of the 23 patients and 13 staff is included in the results. The questionnaires focused on three main areas: 1) identification of patients' perceptions towards existing consent approaches, 2) identification of patients' perceptions towards the digital consent capability offered through the Dovetail application, and 3) identification of patients' perception towards the overall effect of the digital consent capability on the care they were receiving during the pilot.

One technology expert, one clinician and one integrated care expert reviewed the questionnaires. A Cronbach alpha test was performed to measure internal consistency, in order to assess the reliability of the Likert-based questionnaire.

The setting of the study was a GP practice in England. The Dovetail digital consent application was used to receive consent from the patients to have their data shared between the practice and other diabetes self-management mobile applications.

Participants were invited to take part in the study based on two criteria: being patients of the GP practice in which the demonstrator was offered, and having a diagnosis of either diabetes or pre-diabetes. Staff of the GP practice with involvement in diabetes care and/or patient record management were also invited. The staff perspective allowed us to understand whether certain attitudes were unique to patients, or could also be corroborated by staff. Before the questionnaire and focus group, the participants watched a video tutorial of how the app works, as well as screenshots of the application with further explanation. Following the video, questions were answered. The focus group preceded the questionnaire to ensure that all participants had understood the purpose and operation of the application. The study focused on patient perception of the deployed application, and evaluation of the technical implementation and its limitations was out of scope. Use of blockchain as the underlying technology was mentioned during the video and explained in layman terms. The explanation did not go into technical details, but was limited to highlighting: a) use of cryptography in line with best practice in the finance industry to guarantee integrity and immutability, b) storage of information in the ledger containing the transaction information and not any medical data.

The University of Warwick Biomedical & Scientific Research Ethics Committee reviewed and approved the study protocol with number REGO-2018-2277. All the participants were given a participant leaflet with details of the study and signed a consent form, according to the approved protocol. Questionnaires were anonymous and the participants were given a time window following the focus groups, during which they could retract their questionnaire data using an unidentifiable unique code.

Results {#sec5-2055207620924949}
=======

The sample consisted of a total of 36 participants, of which 23 were patients and 13 were staff in the practice.

[Figure 2](#fig2-2055207620924949){ref-type="fig"} shows the demographics of the sample. The staff sample covered all roles in the practice including two GPs, two nurses, one healthcare assistant and eight clerical staff.

![(a) Age of participants (*n* = 36), (b) gender of participants (*n* = 33).](10.1177_2055207620924949-fig2){#fig2-2055207620924949}

[Figure 3](#fig3-2055207620924949){ref-type="fig"} illustrates the participants' perceived skill level in terms of using a smartphone device (this was an open-ended question, which was further investigated during the focus groups). Although smartphone skills level could be considered as a potential barrier to participants' understanding the concepts of the study, technology literacy was not a recruitment criterion.

![Smartphone skill level (*n* = 35).](10.1177_2055207620924949-fig3){#fig3-2055207620924949}

The evaluation focused on three themes: a) awareness and understanding of existing consent practice, b) evaluation of the dynamic patient-managed digital consent Dovetail application, and c) evaluation of the technology against current practice. Albeit the majority of patients were over 55 years of age, all of them declared they were at least *somewhat confident using a smartphone*. An internal reliability Cronbach's alpha test was performed for the patient questions using the Likert scale (α  =  .856), indicating good consistency.

Awareness and understanding of existing consent practice {#sec6-2055207620924949}
--------------------------------------------------------

The patients were generally not familiar with consenting procedures, and most could not recall being asked for their consent ([Table 1](#table1-2055207620924949){ref-type="table"}). Some had experience of operations and referrals, but still could not recall the specific process of giving their consent for their health data to be shared. FG3F1: 'I don't remember ever being given something to sign'.

###### 

Attitudes of patients towards awareness on consent.

![](10.1177_2055207620924949-table1)

  **Question**                                                                                                             ***f*(1)**   ***f(*2)**   ***f*(3)**   ***f*(4)**   ***f*(5)**
  ------------------------------------------------------------------------------------------------------------------------ ------------ ------------ ------------ ------------ ------------
  I have a good idea of who currently has access to my health data (*n* = 23)                                              4 (17.4%)    3 (13%)      8 (34.8%)    3 (13%)      5 (21.7%)
  If I wanted to change my preferences of who has access to my health data, I would know how to do this (*n* = 23)         8 (34.8%)    1 (4.3%)     8 (34.8%)    2 (8.7%)     4 (17.4%)
  If I wanted to find out who has access to my health data, I would know how to do this (*n* = 23)                         8 (34.8%)    2 (8.7%)     6 (26.1%)    4 (17.4%)    3 (13%)
  If I wanted to change my preferences of who has access to my health data, I would find this easy to do this (*n* = 23)   8 (34.8%)    1 (4.3%)     6 (26.1%)    4 (17.4%)    4 (17.4%)
  If I wanted to find out who has access to my health data, I would find this easy to do this (*n* = 23)                   9 (39.1%)    2 (8.7%)     4 (17.4%)    4 (17.4%)    4 (17.4%)
  I trust the current process of consenting to share my health data *(n* = 23)                                             3 (39.1%)    1 (4.3%)     5 (21.7%)    5 (21.7%)    9 (39.1%)
  I feel in control of who has access to my health data (*n* = 23)                                                         5 (21.7%)    2 (8.7%)     7 (30.4%)    2 (8.7%)     7 (30.4%)

Two participants had recollections of complex consenting processes due to the management of long term conditions, and could identify some of the inefficiencies of the current processes (in large part due to having no shared care pathway with their particular specialists). FG1M3: 'I think when I did it, it would be over five years ago'; FG1M1: 'we were given something to sign ... it was on the iPad'. It was apparent that giving consent to sharing data was not a significant event for most of the patients (evidenced by the use of language such as 'I think ...', and the inability to recall specific details of the process), despite the discussion suggesting that some patients do hold strong opinions on the subject of data sharing.

Healthcare professionals who were more involved in this process were able to identify the point when patients had given consent. Health data sharing between systems or organisations was reported to sometimes be difficult and even be a 'nightmare':"SFG3C8: '... a nightmare trying to get the shared care sometimes, if we can't get hold of the patient or the GP practice, or the service they want to share it, and it does delay the referral. Because we can't actually action it without getting that consent.'"This may affect the quality of care. SFG2N: ' ... I came across this yesterday with a diabetic patient who'd been for a foot check and has not shared care, so we cannot see that diabetic patient's foot review on the self-management app'. Visibility between organisations seems to be an issue that may result in additional overheads."SFG3C8: 'If we weren't aware ...we find out, we'd still continue to follow the process that we are, and asking them and chasing it up. Because we wouldn't know that they've already consented, if it doesn't link through ... to let us know somehow'."It was also apparent that the staff had varied experience of consenting for health data sharing, due to differences in their role responsibilities. For example, nurses were less aware of consent practices mentioning: SFG2N3: 'I have no idea', SFGN1: 'Does reception; I think it's something that reception asks', and SFG2N3: 'occasionally a screen pops up ... and you click a button if they consent to you looking at their data ... it's a little bit grey...'. Whereas clerical staff appeared more certain of the process: SFG3C8: 'you can ask them verbal consent over the telephone ... we don't have to ask them every time', which also is an indication that the patients may lose touch of what they have consented to after some time.

The attitudes of the patients towards data sharing (in the context of receiving care) were generally relaxed, with the proviso that the data sharing is to be with only relevant entities within the NHS. Patients were unaware who currently has access to their data, how to find out, or how to withdraw their consent for their data to be shared, which, however, did not prevent patients from making assumptions about how their data might be shared.

The issue of relevance was very important to patients, and even those with a relaxed view on data sharing were very clear that their data must only be: FG1M1: '...shared relevantly, to the right department or right people, not everyone'.

Evaluation of the dynamic patient-managed digital consent capability offered by the Dovetail application {#sec7-2055207620924949}
--------------------------------------------------------------------------------------------------------

A number of benefits to using the app were identified, in comparison with paper-based consenting processes. The primary benefits were that paper can be lost either through human error or environmental issues such as flooding or fire, and that paper is more difficult to control and track ([Table 2](#table2-2055207620924949){ref-type="table"}). Electronic consent was viewed as a potential solution to these problems and therefore the app was viewed favourably in this respect; for example: FG1M1: 'the electronic is better because there's no paper involved and you can track it down, and that's how the systems -- all over everywhere, is a paperless system', FG1F2: 'paper gets lost doesn't it?'; FG6M2: 'It wouldn't go missing'; however, some participants still favoured paper processes, as this was what they were used to: FG1F1: 'I like my paper ... because it's on hand, you can read it, you can pick it up'.

###### 

Patients' perceptions towards the Dovetail app.

![](10.1177_2055207620924949-table2)

  **Question**                                                                                                                                                                                         ***f*(1)**   ***f(*2)**   ***f*(3)**   ***f*(4)**   ***f*(5)**
  ---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- ------------ ------------ ------------ ------------ ------------
  How easy do you think this app would be to use? (*n* = 20)                                                                                                                                           1 (5%)       1 (5%)       5 (25%)      5 (25%)      8 (40%)
  How suitable do you think this app is for managing consent online? (*n* = 20)                                                                                                                        1 (5%)       0 (0%)       8 (40%)      5 (25%)      6 (30%)
  How likely would you be to try this app if it were available to you? (*n* = 20)                                                                                                                      1 (5%)       1 (5%)       1 (5%)       4 (20%)      13 (65%)
  How well do you think this app provides solutions to the drawbacks of paper based consent? (*n* = 20)                                                                                                1 (5%)       0 (0%)       4 (20%)      6 (30%)      9 (45%)
  How empowered would you feel using this app to manage your own healthcare? (*n* = 21)                                                                                                                2 (9.5%)     1 (4.8%)     2 (9.5%)     6 (28.6%)    10 (47.6%)
  How do you think this app would affect the number of visits you would make to the GP? (1  =  greatly increased, 2  =  increased, 3  =  no change, 4  =  reduced, 5  =  greatly reduced) (*n* = 20)   1 (4.3%)     0 (0%)       10 (50%)     2 (10%)      7 (35%)

Another benefit identified was that the application allows the patient to take more control, which previously had been something the participants did not feel they had. Being able to access the app at any time (FG1M2: '... you can do it from home'), from anywhere, was viewed as a positive and something that would allow them to be more involved with their health data. Furthermore, being able to view and amend/update consents easily was regarded as a positive and as something which is not currently easy to do (FG6M1: 'It's good, because you can see what information is being shared, and if there's anything on there that you're not happy about sharing, you can withdraw your consent to share it'). The ability for patients to be empowered through taking control of their own data, will support wider patient self-management and health empowerment goals.

Being able to see a visual confirmation that data have been processed, being able to view current and past consents and having control over data sharing at any given time was seen as a benefit, for example:"FG6M1: 'If you are the one who's gone on the app to give consent, then at least you know it's been processed. There's nothing worse than turning up at the hospital appointment and they've no idea what you're talking about.'"It was generally agreed that the app could improve feelings of control over one's data."FG3F1: '... you've got the option of stopping a consent if you want to, so you're still in control of what happens so I think that's very good ... You always feel like you're not allowed to look, whereas with the app if the information is there that you're feeding to the app, then you know what it is anyway, so you know, you've got more knowledge.'"

Evaluation of the technology against current practice {#sec8-2055207620924949}
-----------------------------------------------------

[Figure 4](#fig4-2055207620924949){ref-type="fig"} shows the Likert frequencies of patient responses to questions asked that compared their experiences with the existing service, against the capability of the digital consent application by Dovetail. From front to back the questions asked of patients, focused on: Q30) receiving better advice from healthcare professionals (*n* = 23); Q31) controlling their medical conditions (*n* = 21); Q32) improving the relationship and interactions with healthcare professionals (*n* = 23); Q33) provision of better access to specialists; Q34) keeping track of who has access to the their data (*n* = 22); Q35) removing data sharing when no longer needing a specific service (*n* = 23); and Q36) updating their health data across a number of services (*n* = 24). Patients' attitudes overwhelmingly shifted towards strong agreement, with the capability improving a number of aspects. It is noteworthy that there was a significant shift from strong disagreement towards the other extreme of the Likert scale.

![Perception of patients towards service improvement using digital consent (frequency of responses in valid percentages).](10.1177_2055207620924949-fig4){#fig4-2055207620924949}

A favourable opinion towards the application when compared with existing service also prevailed in the staff responses, although with more moderate shift in attitude ([Figure 5](#fig5-2055207620924949){ref-type="fig"}). From front to back the questions asked focused on: S25) reduction of time spent on administration (*n* = 13); S28) keeping track of who has access to the practice's patients' health data (*n* = 13); S33) supporting patients to manage their own health data (*n* = 13); S35) supporting transparency regarding health data sharing (*n* = 13); and S38) adhering to data protection standards and requirements (*n* = 13).

![Attitude of staff towards current practice and digital consent (frequency of responses in valid percentages).](10.1177_2055207620924949-fig5){#fig5-2055207620924949}

Discussion and conclusions {#sec9-2055207620924949}
==========================

Overall, the capability of digital consent offered by the Dovetail application was received favourably. Patients saw a number of advantages of the application, particularly when compared with the existing process of paper-based consent. The digital consent approach was found to be easy to understand and use, and also gave the perception of more control on the patients' data. It is noteworthy that patients acknowledged that the application offers a transparent and traceable process, which can be reviewed and amended at any time, also highlighted in other uses of digital consent.^[@bibr19-2055207620924949]^ There were benefits seen to a paperless system, including time saving and increased control, as well as reduced risk of data loss (though there were slight concerns about hacking and electronic data). When discussing current processes and consent to share health data, it was evident that patients were not clear about how things work or who currently has access to their health data. Patients felt that they were not in control of their own data, and were unaware of their options to be more involved in their own data management. This demonstrates a gap at the functionality level, which is met by the Dovetail application.

In general, the patients were relaxed about sharing their data, under the assumption that they would not be shared outside the NHS, appreciating the value of sharing data towards getting a better service. Although not explicitly identified, a digital consent application would further allow them to share the data with non-NHS entities, as this would be declared in the application. This is something that may not be apparent with the current paper based approach, as being handled by the GP practice. There is sometimes the mistaken assumption that the sharing consent only refers to sharing the data within an organisation, and not across organisations. Staff agreed with the perception of the patients, although they were more moderate towards favouring digital consent. One major issue highlighted was a potential added workload. This is probably due to the fact that the pilot, in which the application was used, took place in addition to their existing responsibilities. Hence the pilot overall, may have actually contributed to more workload. A different protocol would need to conclusively investigate this, by comparing the transformed, with the traditional service. Patients also expressed that they would generally be willing to submit anonymous data to researchers via the application. The application has also managed to offer clarity to an issue that both patients and staff were not confident about. A technology assured consent approach would transcend organisation changes, and would offer the patients long-term continuous control over consent, which in other cases they may forget about.

Participants in this study were recruited from one local GP practice, therefore any generalisation should be considered carefully. The pilot itself also experienced technical difficulties due to network outages at the pilot site, during the data collection period of the study. Although the evaluation protocol was designed based on the application mock-ups and instruction videos, the technical difficulties may have introduced biases in the responses of patients who anticipated having used the application by that time. Furthermore, the study evaluated the perception of the patients towards the overall capability of the Dovetail application, based on their experience during the pilot, and not the merits of the technical advantages of blockchain. Although the strengths of the technology were presented, isolating the effect of blockchain on the patients' perception needs a more targeted approach.

Finally, when compared with current practice, the patients overwhelmingly responded favourably to the digital consent capability, confirming the technology benefit. Future work will incorporate evaluation with broader demographic geographical diversity, as well as larger patient sample. Additionally, evaluation of the value to clinical researchers, as well as integrated care delivery experts, has been identified as future work.

In conclusion, the patients received both the potential of the technology and the specific application positively. It was considered that it will allow patients to manage their consent to having their data shared more effectively. Staff identified that the digital consent approach could help with delays in processing consent, as well integrating services and organisations such as GP practices and self-management applications. Further research would need to confirm the results in a wider geographical area, and strongly establish confidence in the technology.
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